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Biometric authentication / identification based on biosignals
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Comparative Study of Automotive Intrusion Detection Systems
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Adversarial Emulation, the next chapter,
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Using sonar for liveness detection to protect
smart speakers against remote attackers
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Smart speakers, which wait for voice commands and complete tasks for users, are
becoming part of common households, While voice commands came with basic
functionalities in the earlier days, as the market grew, various commands with critical
functionalities were developed: e.g., access banking services, send money, open
front door. Such voice commands can cause serious consequences once smart
speakers are attacked, Recent research shows that smart speakers are vulnerable to
malicious voice commands sent from other speakers (e.g., TV, baby monitor, radio)
in the same area, In this work, we propose the Speaker—Sonar, a sonar—based
liveness detection system for smart speakers, Our approach aims to protect the smart
speakers from remote attackers that leverage network—connected speakers to send
malicious commands, The key idea of our approach is to make sure that the voice
command is indeed coming from the user. For this purpose, the Speaker—Sonar emits
an inaudible sound and tracks the user's direction to compare it with the direction

of the received voice command, The Speaker—Sonar does not require additional
action from the user and works through an automatic consistency check, We built the
Speaker—Sonar on a raspberry pi 3b, a circular microphone array, and a commodity
speaker by imitating the Amazon Echo, Our evaluation shows that the Speaker—Sonar
can reject remote voice attacks with an average accuracy of 955% in 2 mefers,
which significantly raises the bar for remote attackers. To the best of our knowledge,
our defense is able to defend against known remote voice attack techniques.
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The Abuser Inside Apps: Finding the Culprit
Committing Mobile Ad Fraud

Mobile ad fraud is a significant threat that victimizes app publishers and their users,
thereby undermining the ecosystem of app markets. Prior works on detecting mobile
ad fraud have focused on constructing predefined test scenarios that preclude user
involvement in identifying ad fraud, However, due to their dependence on contextual
testing environments, these works have neglected to track which app modules and

which user interactions are responsible for observed ad fraud,

To address these shortcomings, we present the design and implementation of
FraudDetective, a dynamic testing framework that identifies ad fraud activities,
FraudDetective computes a full stack trace from an observed ad fraud activity to a
user event by connecting fragmented multiple stack traces, thus generating the causal
relationships between user inputs and the observed fraudulent activity. We evaluate
FraudDetective on 48,172 apps from Google Play Store, FraudDetective reports that
74 apps are responsible for 34,453 ad fraud activities and find that 98.6% of the
fraudulent behaviors originate from embedded third—party ad libraries, Our evaluation
demonstrates that FraudDetective is capable of accurately identifying ad fraud via
reasoning based on observed suspicious behaviors without user interactions, The
experimental results also yield the new insight that abusive ad service providers
harness their ad libraries to actively engage in committing ad fraud.
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